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KOMILIEKCHI CACTEMH 3AXHUCTY TH®OPMAIII JOBLJIbHOI CKJIATHOCTI

Po3rismaroThes BIIACTHBOCTI METOIIB Ta 3aCO0IB CTBOPEHHS IPOEKTIB CHUCTEM 3axHcTy iHpopmarrii. Haromoc
poOUTBHCS Ha CTBOPEHHI aBTOMAaTH30BAHMX CHUCTEM IIPOEKTYBaHHS.  3alpoOIIOHOBAHO IMIAXiJ A0 BIOCKOHAJIEHHS
METOJIMKH MPOEKTYBaHHS KOMIUIEKCHUX CHCTEM 3aXHCTY iH(popMalrii.

KirouoBi cnoBa: 00’€KT iH(pOpMAIIHHOI AisTIBHOCTI, PEKUMHO-CEKPETHHI opraH, iH(opmMalis 3 00MeXeHUM
JIOCTYTIOM.

Beryn. O6’ext iHbopmaniiinoi aisuibHOCcT! (OI[]) y BUrIsini okpemoi KiMHATH, Y KOTpid
nupKymroe iHpopMmairist 3 oomexxenum noctynom (130/1), abo mokampHOT TEPUTOPIi, K, HAIPUKIIA],
TEPUTOPIS 111 HAYKOBUX UM TEXHOJIOTTYHUX POOIT, TEPUTOPIS BIHCHKOBOIO NMPU3HAYCHHS, BUIUICHE
npumirieHus (BII) ans mapan y cknaai pexxumao-cekpernoro oprany (PCO) aepxxycranoBu, To1o,
€ cneuudiuHuM o0’ektoM 3axucty iHpopmamii (O3I), ang KOTporo BHU3HAYEHUMH € MpaBUIIa
3axucty Bix HecankiioHoBanoro noctymny (HC/I) (unauthorized access to information) mo uei [1]. 3
iHImoro Ooky, iHdopmaiiiiHo-komyHikamiial cuctemu (IKC) npu nasBrocti [30]], Takox €
00’€KTOM 3aXHCTy Ta MarOTh crienudivuni BiIacTuBOCTI [2,3] y ceHci 3abe3neueHHs iHpopMaIiifHo1
Oe3nekn TenekomyHikamiiaux wmepex Big HCJl, a came - «...37aTHICTh TEICKOMYHIKAIIMHUX
Mepexk 3ale3leuyBaTH 3aXUCT Bl  3HUIIEHHS, NEpeKpydeHHs, OjoKyBaHHs iHdopmanii, il
HECaHKI[IOHOBAHOTO BUTOKY a00 BiJ MOPYIIECHHS BCTAHOBJICHOTO MOPSIIKY 11 MapIIpyTr3arii.

IlocranoBka mnpoOaemu. Sxmo posrasaatu 3axuct iHQopmauii (31) B VYkpaini sk
CYKYITHICTh OpPTaHi3aIlliHUX, TEXHIYHMX Ta MPaBOBUX 3aXOJIB, HANpPABJICHUX Ha 3amoOIraHHS
HAaHECEHHIO 30MTKIB BJacHMKaM IHQopMalli, TOAl JOrYHUM € Jiloue Hapa3l BHU3HAUYECHHS
KoMIUIeKcHuX cucteM 3axucty iHpopmaunii (KC3I), xoTpi AitoTh B paMKax NpaBOBUX HOPM, SIK
«B3a€EMOIIOB’s13aHy CYKYITHICTh OpTraHI3alllfHMX Ta I1H)KCHEPHO-TEXHIYHUX 3aXOJIB 1 METO/IIB
3axucty iHopmaii» [3]. [Ipu upomy, BusHauennss KC3I ne posnuisie 06’extu 3axucty Ha Ol/] -
okpemo, Ta IKC — okpemo. SAxmio x posrmsnatu O[] y Burnsiai BII, a srimno Busznauenns BII take
MPUMILLEHHS B3arajil MOX€ He MAaTHU y CBOEMY CKJIaJl HIAKUX TEXHIUHUX 3aco0iB , He Te mo [KC,
To1 BuXoAuTh, 1o KC3I mis vHux B3arami He moxe icHyBatu, ajpke KC3I permaMmeHnTyeThes 3riiHO
[4,5] Bukmouno mis IKC,.

Mertoro cTaTTi € BUKJIAJCHHS HIX0y A0 BUPILIEHHS 3a3HAYEHOT0 MPOTUPIUYS 32 PAXyHOK
neperisay 3arainbHoi crpykrypu OIL.

Buknang ocHoBHoOro marepiany. BusHaunMocs 3 BapiaHTaMu CTPYKTYp pI3HUX THIIIB
ICHYIOUHX Hapa3l 00’ €KTIB.

Cmpyxkmypa O/l ma IKC. Tlepm 3a Bce, moximBo, Mae ceHc noennatu Ol ta IKC y
BUIIIsAL 00’ €ekTy 3axucty 3arainbHoi cTpyktypu (O33C), st KOTpOro BU3HAYEHUMH € HACTYIHI
CTPYKTYpHI BapiaHTU TUIIIB 00 €KTIB 3aXUCTY:

- IKC cnenianbaOro abo 3arajabHOTO MPU3HAYCHHS;

- OI[, xotpuii He BMilLye y cBoemy ckianl IKC;

- OI[, y cknag kotporo Bxoauth IKC, a6o nexinbka IKC, y Tomy ymcii, Mepexa 3araibHOro
kopuctyBaHHs (sik Mepexka INTERNET, abo Tenedonna mepexa);

- IKC, y ckmag korpoi Bxomuth OIJl, abo nexinbka OIJ] ogHakoBoro abo pi3HOTrO
(GYHKIIOHAIBbHOTO NpHU3HAUYeHH (0(ICHI IPUMILLEHHS, CKJIaJ1 TOBAPIB, TEXHOJIOTTUHI Ta BUPOOHUY1
MIPUMIIIIEHHS, TOIIIO);

- 033C, xotpi Bu3HaueHi sk rojgoBauil IKC y cknag korporo Bxoaate Takox 1 OI[] 3 cBoiM,
Bu3HaueHUM Jytst 1iboro IKC npusHavueHHs M, 110 He Hece (DYHKIIOHATbH1 000B’ SI3KH, XapaKTepH1 IS
rosoBHoi IKC. Ha3zsemo Taki O33C riopuaaumu O33C nepiioro Tuiy;
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- 033C, xotpi Bu3HaueHi sk rojgoBauit O/l y cknan kotporo BxoasaTh Takox 1 IKC 3 cBoiM,
BU3HaueHUM I poro OlJ[ mpusHaueHHsM, 110 HE Hece (QYyHKUIOHAIbHI OOOB’SI3KH, XapaKTepHI
i rosoBHoro OIJl — riopuani O33C apyroro tumy.

Takum ynHOM BH3HA4Ya€eThCsl (PyHKIIOHAIBHA CTpyKTypa Oymb-skoro O33C, ame B pamkax
JIEKOTpOro 1HGPACTPYKTYpHOTO piBHA, Takoro, Hampukian, sk O33C BcepeauHi CTPYKTypH
MIANPUEMCTBA, YCTAaHOBH, TOWIO, IO JUCIOKYETHCS y Mexax pailoHy, abo OUIbI po3raiayXeHl B
MEXax MicTa, obnacTi, ab0 3araJbHOJEP)KABHOIO MacIITady IO HE TMOB’S3aHl 3 JIOKAIHbHUM
po3raiyBaHHsIM. DaKkTHYHO, TaKa CTPYKTYpa 1 € XapakTepHolo, aje Hapasi ctBopeHHs C3I ta KC3I
00’€KTIB 3aXUCTY 3JIIHCHIOEThCS 0€3 ypaxyBaHHS iX MPUHAIEKHOCTI JI0 3arajlbHOT CTPYKTYpPH LIUX
00’exTiB. ToOTO, HAMpPUKIIAA, XapaKTEePHUM € BUIMAIO0K, KOIu po3podmoeTsess KC31 OlJ] y Burisiai
perioHanbHOro oicHoro npumiiieHHs. Lle odicHe npuminieHHs € pparMeHToOM OUIbII 3arajbHOT
CTPYKTYpH, Hampukiajg cucteMu 3B’s3ky Ta IKC mist cuctemMu MOOUIBHOTO 3B’SI3Ky (T1OpUIHUNA
033C nepmroro tumy). [Ipu npomy mis miei IKC KC3I Bxxe € po3po0iieHo0 Ta 109010 CUCTEMOTO.
Axne po3pobka KC3I nanoro HoBoro odicy moxe 3aiicHioBaTucs HesanexHo Big KC3I ioro IKC, y
TOMY 4YHCI1 1 PI3HUMH BUKOHAaBUSAMU. TyT 3HOBY (OpPMYIOTHCS YMOBH KUTTeALsbHOCTI OI/L,
Bumoru a0 C3I, momens 3arpos, 1.T.4., Xo4a 15 poboTa Bxke € npoeaeHow i ychoro O33C 1
HEMAa€ HIIKUX TapaHTii TOTo, U0 MPOEKT 3aXUCTy JaHOro odicy Oyze BMILIYBaTH CKJIa/J0BI 11O HE
maroTh npotupivus 3 KC3I IKC. 3aranom, KC3I odicy mae nosroproBatu mynkru KC3I itoro IKC,
abo mae crBoproBatucs sk komisi gparmenty KC3I #ioro IKC. Takum umnom, KC3I ckmagaux
00’€KTIB Ma€ BUTJISIIATH SIK lepapXiyHa CTPYKTypa >KOPCTKO MoB’si3aHuX MK o600 KC3I 00’ exTiB
HUKHBOTO piBHS, y3aranbHeHHs MyHKTIB KC3I kotpux ckimagae KC3I o00’exTiB HacTymHoOTO,
Bumoro piBHsA, 1 Tak npani g0 KC3I 3aramproro O33C. B inmux Bumaakax, Hamaku, KC3I
3aranpHOr0 O33C Mae po3auisarucs Ha cBoi ¢pparmentu y Burisiai KC3I #toro OI] Ta KC3I iioro
IKC 1 3HOBY % Taku CTBOPIOBATH l€papXiuHy CTPYKTYPY Y KOTpiil 00’ €KT 3aXUCTy HUKHBOTO PIBHS
e tounuM ¢parmenrom KC3I O33C. V Oynp sxomy Bunanky KC3] HMKHBOTO pIBHSL HE MOXeE
BMILyBaTH Oyb-sIKUX BUMOT, KOTpux Hemae y KC3I Buioro piBHs.

Ilpasuna gopmysanns KC3I cknadnux 00’ckmig. 3 oriisany Ha BUKIAJICHE BUIIE MOXHA
BU3HAUUTHUCA 3 MOJOXKEHHsAMU o0 migxony no npoekryBanHs KC3I y Bumaakax, xonun O33C e
posranyXeHa oJJHOpIBHEBa abo iepapxiyHa OaraTopiBHEBA CTPYKTYpa.
3arajgoM, cHCTEMa 3aXHCTY 3a CTPYKTYpPOIO Ma€ BIAIOBIIATHU CTPYKTYpl 00’€KTYy 3axHCTy, TOOTO
CTPYKTYp1 1€papXidyHOi PO3MOIUICHOI aBTOMATHU30BaHOI CHUCTEMH Kiacy 3, aHaJOTIYHOI CHUCTeMi
«Py61x» [6] nns AC. Toni 3aranbHa ctpykTypa cuctemu 3l € cykynHicTio K33 neBHuX piBHIB, SIK €
HaBeJeHUM Ha Puc. 1.
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SIKImo moenHATH HaBEJEH! BUIE BUMOTM Ta TaKUil CTPYKTYpPHMM MigXiJl, TOJI MpaBuia
¢dopmyBanHs KC3I s O33C MoxyTh popMystoBaTUCs ISl HACTYITHUX BUIAAKIB!

Jiis iepapxiunoro posnoaineHoro O33C:

a) Bumagox, xomu O33C Oyayerbcsd, MNOYMHAIOUM 3 HYJIBOBOTO PIBHS CTPYKTYPH,
nepeadavaroyun 1€papXigyHIiCTh CTPYKTYPH, IO CTBOPIOETHCSA, a00 0OCITITYEThCS.

1. Texuiune 3aBaanns (13) na KC3I mae ¢popmynroBaTHcs, MOYMHAIOYH 3 BUIIOTO, HYJIHOBOIO
piBHs K33 iepapxiuHoi CTpyKTYypH;

2. Jlo cknany T3 nwa KC3I Bumoro piBHS MarOThb BXOJAWUTH yci 3aranbHi Bumoru ao T3 K33
HIDKYUX PIBHIB;

3. Jo cknany T3 na KC3I Huk4ux piBHIB HE MOXKYTh BKJIIOUYATHCS Oy/b-siKi BUMOTH, KOTPI €
BiacyTHIMU y ckiaai T3 na KC3I nynboBoro piBHS;

4. IIpoext KC3I nns sumoro piBHs O33C mae BmingyBaTi y cBoeMy ckiai npoektu KC3I Beix
00’€KTIB 3aXUCTY HMXKHBOTO PIBHS Y IKOCT1 CBOIX CKJIa/I0BHX.

6). Bunanok, ko O33C Oynyerbes, IOYMHAIOUM 3 HUKYOTO PIBHS CTPYKTYpH, a MalOyTHS
lepapXxiyHICTh 3arainbHoi cTpykTypu O33C € HEBU3HAUEHOIO.

1.  KC3I mnsa okpemux O33C BU3HAYEHOIO DIBHA CTBOPIOIOTHCS HE3AJEKHO OJUH Bl
0JIHOTO Ta 0e3 ypaxyBaHHsI MallOyTHBOI iepapxiuHocTi cTpykTypu O33C;

2. Ilpu mosBi pparmenty O33C nHactynHoro, Bumoro piBHs, T3 Ha ioro KC3I ta mpoekt
3aXUCTY CTBOPIOETHCS SIK CYKYNHICTh MYHKTIB T3 Ta npoektiB KC3I 00’€KTiB HUKYOTO PIBHS;

3. T3 Ta npoextu KC3I 06’€KTIB BUILIOTO PIBHS MOXKYTh BKJIIOYaTH IMyHKTH, crielu(iuH1 1715
0O33C pganoro piBHS MpU YMOBI, SIKIIO BOHU He MatoTh npotupid 3 T3 ta KC3I, Bu3Hauenux mis
Oyab-sikux O33C HUKYMX PIBHIB;

4. T3 ta npoext KC3I mig O33C KOKHOTO HACTYIHOI'O PIBHS Ma€ BMIILYBAaTH YC1 MYHKTH
T3 ta mpoexriB KC3I, kotpi Oynu BuzHauenumu yist yeix O33C nonepeanix, OUIbII HIDKUYUX PIBHIB,
y TOMY 4yHcCIi, cnenudiuHi 3a 1.3 JaHOTo NEepemiKy, Uil MONePeJHbOrO PIBHS.

Jlist omHOpiBHEBOTO po3mnoaiieHoro O33C:

1. T3 ta npoext KC3I ctBoproroThes A koxxHoro O33C He3aliexKHO OJIMH Bl OTHOTO;

2.  Ilynktu T3 ta npoektiB KC3I Oynp-skoro O33C He MOBMHHI MaTH HPOTUPIY 3 Oynb-
saxumu nyHkramu T3 ta npoektiB KC3I imux O33C;

3. T3 rta nynktu npoektiB KC3I, mo € cnenudpianumu st okpemoro O33C crpykTypu
nonatotecss A0 Horo T3 Tta mpoexty KC3I y Burisai oxkpemoro MmyHKTY, TOOTO HE MOXYTh
BKJIFOUATHUCS SIK MIAMYHKT IO BXE ICHYIOUOTO MEpeJiKy MYHKTIB, BU3HaueHux s iHmmx O33C
JAHOI CTPYKTYpHU.

[Ipy BUKOHaHHI TaKMX MpaBWJI BUHUKAaE MOXUMBICTH cTBOpeHHs KC3I Oynp-sikux BUIIB
OIJl, xoTpl cKIaJaTUMyTh €IMHY TEXHOJOTIYHO-IH(POpPMALIiHY CTPYKTYpy JE€p>KaBHOIo piBHA. B
TaKy CTPYKTYpY BKiItouaroThes yci OIJ] HesanexHo Bif iX NpuU3HAuU€HHs, MaclITady Ta CKJIaJHOCTI.
Kpim Toro, Bhepie 3’4BJIS€TbCS peallbHa MOXIIMBICTh CTBOPEHHsI metojoJiorii nodyasosu KC3I
OyIb-sIKOT CKJIQJHOCTI y TOMY YHCIl 1 3a paXyHOK BHMKOPUCTaHHS aBTOMAaTH30BaHOI CHUCTEMU
npoekTyBaHHS. ToOTO mpolec MPOEKTYBaHHS OTPUMYE IMPUHLIUIIOBY MOKJIMBICTh aBTOMATH3Allll 32
€JIMHOIO YHIBEPCAIIBHOIO METO/I0JIOTIEL0.

BucnoBku

3a Takoro Mmiaxoay Ta npu ymoBi po3poOku Bianosigaux JACTY 1 HOpMaTUBHO - METOTUIHOT
JOKYMEHTAIli 3’SBJISIETHCS MOKJIMBICTh CTBOPEHHsI €uHOI MeToauku mpoekTyBanHs O33C mio
BIJIPI3HAETHCS JJOCKOHAJICTIO 32 paxXyHOK NMPUNHATTS pillIeHb MPU peatizallii MpoeKTy, He3aJIeKHUX
Bl CyO’€KTMBHUX BIJIACTUBOCTEH mpoekTaHTa. HarampHICTH CTBOpEHHS Takoi METOAUKH €
0€3yMOBHOIO, OCKUIbKM IpH cTBOpeHHI Metoauku mnpoekTyBanHs C31 (ta KC3l mnis AC Ta
iHpopManiiiHo-komyHiKauiiHux cucreM (IKC)) 6azoro € xommekr JCTY, HopmaruBHi Ta
METOJUYHI JOKYMEHTH IO y CBOI CYKYHNHOCTI BIIPI3HSAIOTHCSI B3a€EMHOIO HEY3TOJDKEHICTIO [7].
Takum uwmHOM, Hapa3si, npoektu C3l cTBOpIOIOTHCS B yMOBaX 00 €KTUBHOI HEMOKJIMBOCTI
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BUKOHAHHS YCIX BUMOT JiF040T HOPMATUBHO-METOIMYHOT JOKYMEHTAITi, a 3apONOHOBAHUHN MAX1]T
nependavae MOKIMBICTh BUPILICHHS 3a3HAYEHUX TPOTUPIY.
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